
October is cybersecurity awareness month. 



● What preconceptions do we have about the individual in this image? Sex, age, ethnicity? 

Social skills: awkward?

● People utilize preconceptions to help expedite information processing. 

● Preconceptions are cognitive biases. 

● Preconceived notions of someone or something, based on information we have, 

perceive to have, or lack.

● Representativeness heuristic



https://commons.wikimedia.org/wiki/File:Kevin_Mitnick_ex_hacker_y_ahora_
famoso_consultor_en_redes_en_Campus_Party_M%C3%A9xico_2010.jpg

● Outward appearances. Sharply dressed, suit & tie, lanyard around neck, in 
front of microphone. Expert in his field, author.

● Based on the context of this presentation, he has something to do with 
cybersecurity, or psychology, or perhaps both.

● Is he a “good guy” or a “bad guy”?



Kevin Mitnick’s career as a hacker is legendary. He had managed to hack many of the 

companies and organizations in this list before the age of 18.



● In 1992 a federal warrant issued for his arrest. 

● He was a fugitive for 2.5 years

● Arrested Feb 1995

● Served five years in prison—four-and-a-half years' pre-trial and eight months in solitary 

confinement, because, according to Mitnick, law enforcement officials convinced a judge 

that he had the ability to "start a nuclear war by whistling into a pay phone“

● Released Jan 2000. 

● During his supervised release, which ended on January 21, 2003, he was initially 

forbidden to use any communications technology other than a landline telephone

● Mitnick Security Consulting LLC, a computer security consultancy 

● Was part owner of KnowBe4, provider of an integrated platform for security awareness 

training

https://en.wikipedia.org/wiki/Solitary_confinement


● The question of what made Kevin so good at hacking lies at the core of this 

presentation. 

● He had technical prowess, and an inquisitive mind. 

● However, one skill that Kevin developed above all others made him so good at hacking: 

social engineering.





● Bruce Schneier, a widely respected computer security professional, privacy 
specialist, and writer, made this remark in 2000 in an article concerning the 
following…

● On 25 August 2000, the press release distribution service Internet Wire received a 

forged e-mail that appeared to come from Emulex Corp. and said that the CEO had 

resigned and the company’s earnings would be restated. 

● Internet Wire posted the press release, not bothering to verify either its origin or 

contents. 

● Several financial news services and Web sites further distributed the false 

information, and the stock dropped 61% (from $113 to $43) before the hoax was 

exposed.

● $2.54 billion in market capitalization disappeared (only to reappear hours later as 

the hoax was uncovered).



We’ve most likely heard of this term, but what doe it really mean?



● Looking at cybersecurity through the lens of psychology. 

● Inter-disciplinary domain

● Human interaction with digital technology, particularly the Internet

● Not new, but definitely gaining momentum in government and private sector.



Proponents and opponents. Theories are systems of ideas meant to explain something or 

predict phenomena. Example: classical Newtonian Mechanics which works well at the 

macroscopic level but has given way to quantum mechanics to explain and predict at the 

sub-atomic level. Dual process cognition in this presentation is used to provide a framework 

for understanding biases and how they are potentially leveraged against us. 

As Dr. Kahneman notes, the idea of these two systems (1 & 2) are akin to homunculi. There 

exists no physical system 1 and 2 within the human brain. 

● System 2 can endorse system 1. 

● System 2 resource exhaustion. 

● 35,000 decisions a day



● They are often studied in psychology, sociology and behavioral economics. 

Cognitive biases are exploited by vendors, marketing, and other entities you may 

interact with regularly.



● The selective attention task video, Christopher Chabris and Daniel Simons
● The Müller-Lyer illusion is an optical illusion where two lines of the same 

length appear to be of different lengths.





● illusion of invulnerability





● immediate examples that come to a person's mind when evaluating a specific topic, 

concept, method, or decision. 





● Instead of evaluating the situation objectively, we rely on our “gut feelings” and 

respond according to how we feel. As a result, the affect heuristic can lead to 

suboptimal decision-making.







Hillary Clinton’s campaign chairman John Podesta receives a phishing email masked as an alert from 
Google that another user had tried to access his account. It contains a link to a page where Podesta 
can change his password. He shares the email with a staffer from the campaign’s help desk. The 
staffer replies with a typo - instead of typing “This is an illegitimate email,” the staffer types “This is 
a legitimate email.” Podesta follows the instructions and types a new password, allowing hackers to 
access his emails.

● Bad actors from Russia sent a series of spear phishing emails to various individuals 
in The Democratic National Convention’s network, posing as Google warning 
recipients of suspicious activity on their Google accounts. 

● The social engineering email shortened the link using a Bitly URL, hiding its true 
redirect path.

● Once the shortened link was clicked, the webpage asked recipients to change their 
password. 

● After targets clicked the spoofed link and entered their credentials, the cyber 
criminals gained full access to their Google account, including their Gmail access, 
which allowed them to scrub thousands of emails with sensitive information 
pertaining to the Democratic candidate Hilary Clinton’s campaign.

https://www.cnn.com/2016/12/26/us/2016-presidential-campaign-hacking-fast-facts/index.html




● Representativeness heuristic involves estimating the likelihood of an event by comparing it to an 
existing prototype that already exists in our minds.

● Availability heuristic describes our tendency to use information that comes to mind 
quickly and easily when making decisions about the future.

● Affect heuristic: make decisions based on emotion by  substituting easier question 
"what do I feel" for harder question "what do I think"





• “weapons of influence” in the context of sales and marketing, but they are equally 
applicable to a security context

• Reciprocity: attacker sends email with coupon in exchange for signing up for an account

• Scarcity: McRib! Email that account will be deactivated in x days and link to resolve.

• Authority: Yellow or Orange vest, hardhat, and clipboard.

• Consensus: when there is a natural disaster, there are often several illegitimate 

organizations posing as a charity to elicit donations.





● The Lufthansa heist which took place at New York City's John F. Kennedy International 

Airport on December 11, 1978 netted an estimated US$ 5.875 million

● Of the two robberies, the Lufthansa heist received more media coverage

● Media affects the Availability heuristic (immediate / recent events that come to mind 

when making a decision)











● Similar research by IBM Security puts the number at 95%.





Is Steve more likely to be a librarian or a farmer?
Availability bias and stereotyping. Associative memory. The resemblance of Steve’s 
personality to that of a stereotypical librarian. Male farmers in the United States 

outnumber male librarians by a ratio of about 20 to 1.
Bayes formula, based on approx. 166,000 librarians (ALA fact sheet 2012), 2.6 million 
farmers (USDA 2021), the description fitting 70% of librarians and 30% of farmers 
would yield the likelihood that Steve is a librarian at approx. 14%



● Internet Crime Complaint Center (IC3) 2022 Report



● Call centers overwhelmingly target the elderly, with 
devastating effects. Almost half the victims report to 
be over 60 (46%), and experience 69% of the losses 
(over $724 million). 

● Internet Crime Complaint Center (IC3) 2022 Report



● Not all complaints include an associated age range—
those without this information are excluded from 
this table. 

● Internet Crime Complaint Center (IC3) 2022 Report



● Internet Crime Complaint Center (IC3) 2022 Report



● OH BEHAVE! THE ANNUAL CYBERSECURITY ATTITUDES AND BEHAVIORS 

REPORT 2023. 
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● Stanford University Professor Jeff Hancock and security firm Tessian report, 2022



● UK National Crime Agency – National Cyber Crime Unit



● UK National Crime Agency – National Cyber Crime Unit



● Typical buzzwords associated with cybersecurity

● The human element is missing




